ESTRATEGIA NACIONAL
@CCLA DE COMBATE A CORRUPCAO

E A LAVAGEM DE DINHEIRO

Passo-a-passo para instalacdo e configuracéao de videoconferénciaexterna

IMPORTANTE

e As instrucdes abaixo referem-se ao uso _de um_ computador com_sistema
operacional Windows para participacdo nas reunides da ENCCLA. No caso de
acesso via equipamento Polycom, basta chamar o numero 109966, sendo
desnecesséarias as informagdes abaixo.

e O passo numero 4 (solicitagdo de nome de usuério e senha) deve ser realizado com
pelo menos um dia de antecedéncia em relacao a data da reuniéo.

e Pedimos que o participante mantenha seu microfone DESATIVADO enquanto néo
estiver falando, uma vez que o ruido ambiente prejudica trabalhos da reunido.

1. Liberacao de Portas do Firewall

Inbound and Outbound Ports

This version of CMA Desktop uses the following inbound and outbound
ports:

Inbound Ports

Port Function

1720 (TCP) H.323 Signaling

1719 (UDP) Registration, Admission, and Status (RAS)
3230-3237 (TCP) Call Signaling

3230 - 3237 (UDP) Media (RTP/RTCP)

Outbound Ports

Port Function

443 (TCP) Provisioning, Monitoring, Help Files, HTTPS

389 (TCP) LDAP

5222 (TCP) XMPP

1720 (TCP) H.323 Signaling

1719 (UDP) Registration, Admission, and Status (RAS)

3230 - 3237 (UDP) Media (RTP/RTCP) - depends on receive ports
negotiated by far end video endpoint

=>» Portas a serem liberadas para utilizacdo de VSX/HDX externos (entrada e saida):

TCP 3230 p/ 3239
UDP 3230 p/ 3253
TCP 1720
UDP 1719
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2. Download do Adobe Air e do CMA Desktop Polycom

=>» Acesse 0 enderego abaixo:
https://drive.google.com/folderview?id=0B pBk630SeoeOmNZOW9EZUtJRHc&us

p=sharing
=>» Instale o Adobe Air 3.6 e 0o CMA DESKTOP
*** Ao instalar o programa, NAO ATUALIZAR A VERSAO DO ADOBE — senfo a

operacédo nao funcionara.

3. Configuracdo do CMA DESKTOP

=>» Abrir o programa via area de trabalho ou Bot&o Iniciar do Windows

. 4 -—

.. Maria das Neves ...
w Available

A

My Contacts

[ +lAll Contacts

+|Recent Calls

Call

I 101013 | ¥ lH323 ‘vl

‘4 Unsble to register to the gatekeseper.
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=» Acessar 0 Menu e clicar na opcao “Preferences”:

59 Polycom CMA Desktop___

Preferences...
Call Leg...

Help

About Polycom CMA Desktop...
Sign Out

Close

Bt

= Selecionar a opg¢ao “General” no menu da esquerda e marcar as configuracdes
conforme a imagem abaixo:

S

(éil Polycom CMA Desktop

Gravar

Nova pasta

Menu

Polycom CMA Deskt

2801

User Name:

| valeriadima

Password:

EXEXEXEXET

[V] Remember my password

[v] Automatically sign in

] g_:l« 3R TP"\B“

Data de modificag... Tamamo

4 - -

Sign In

Video || Auto-answer incoming calls

Audio A0 e maite S rale

L) Mueau y-RNEWEred RS
Network
Herts || Preview my video before placing a cal

Presence |V Show recent calls in Contacts kst

Messages || Limit Directory search results to people and systems that can support calls
Processor e MAH
Configuration
Always check to see whether Polycom CMA Desktop is the default program for
User Profile the following inks:
|4] Statistics

[ Calto: [v] H.323: | | SIP:
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=>» Selecionar a opg¢ao “Sign In” no menu da esquerda e escrever o endereco do
servidor 189.9.0.68. Em seguida, clicar em “OK”.

i —T
Polycom CMA Desktop Preferences |t

- Spedfy provisioning server;
Metweark Automatic

Alerts & Specify: 189.9.0.68
Presence
Messages [¥| Automatically start Polycom CMA Desktop when Windows starts

Processor -
Configuration [+ Automatically sign in when Polycom CMA Desktop starts

Diagnostics .
[ Sign in using network login credentials (MX\golber doria)

4. Solicitacdo de nome de usuéario e senha de acesso ao CMA Desktop

=» Enviar mensagem eletrdnica para enccla@mj.gov.br, solicitando tais informacdes.

5. Teste de funcionamento da conexao

=>» Utilizar os IPs publicos da POLYCOM para verificar a conexao:
(mais detalhes na imagem a seguir)

140.242.250.200
140.242.250.201
140.242.250.202
140.242.250.203
140.242.250.204
140.242.250.205

o O O O O O
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Video Test Numbers

Polycom offers customers global dlal-up access 10 2 vaniety of #s video
conferencing equipment The following 5 a camprehensive regional ksting
of specfic equipment and related information Feel free fo utitize these
numbers 10 conduct i2s5ting of your video conferencing unds. Please be
aveare that these numbers are published workdvide and may be
unavalable during certain times of the day due 10 heavy network traffic
Check back frequently for ronthly updates!

NOTICE - The US Video Test Numbers are cumrently

Issues with |SON, we are working to resolve this issue and will
remove this notice when they are accessible. All other Reglona
Video Test Numbers will continue to work, please plan your
activities accordingly.

US Test Numbers
Andover, MA

« System Type RealPresence '« System Type HDX 2004
Group 700 « Network Interface; [P Only

o Network Interface: IP Only « Capablites Upto 1920k @
. :o:um.unmmo 50tps

« Test v !
o Test NupteT P40 242 250 20
140 242 250 200 o Sofd

« Software; 315.5568
415180072
« System Type HDX 2000 "« System Type RealPresence
« Network Interface: 1P Only Dhon b
« Capabiities: Up to 1920k @ o Nobwork interface: P Only
60fps.

« Capabiites Up to 1920k @
&0tps

o Test Nugiests

R 140.242 250 203 o Test Nt

o SN NAR 140242250 204
3.1.5-5568 « Software

415180072

System Type. HDX 7000
Network Intsrface: PRI ISDN

Capabities |
LANAP: Up lo 1920k @ 60fps
ISON: 1472¢ @ 60fps

System Type: HDX 8000
Network Interface. IP Only
Capabilties. Up to 1920k @
80fps

3155568
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6. Conexao com a sala da ENCCLA

Na tela principal do CMA Desktop, inserir o numero 109966 para conexao.

@ Maria das Neves ...
a w Available

Inserir o nUumero 109966.

My Contacts

: [+ All Contacts
|

|[+IRecent Calls

Chat Call

[~ we2s [

|| 101013

£2) Unsble to register to the gatekeeper.

Em caso de duavida, favor contatar (61) 2025-8906 ou enccla@mj.gov.br.

Coordenacgédo-Geral de Articulagdo Institucional
Departamento de Recuperacao de Ativos e Cooperacéo Juridica Internacional

Secretaria Nacional de Justica e Cidadania
Ministério da Justica e Cidadania
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